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As a practising member firm of the Institute of Chartered Accountants in England and Wales (ICAEW), we are subject to its ethical and other 
professional requirements which are detailed at http://www.icaew.com/en/members/regulations-standards-and-guidance.The matters raised in this 
report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the 
weaknesses that exist or all improvements that might be made. Management actions raised for improvements should be assessed by you for their 
full impact before they are implemented. This report, or our work, should not be taken as a substitute for management’s responsibilities for the 
application of sound commercial practices. We emphasise that the responsibility for a sound system of internal controls rests with management and 
our work should not be relied upon to identify all strengths and weaknesses that may exist. Neither should our work be relied upon to identify all 
circumstances of fraud and irregularity should there be any. This report is solely for the use of the persons to whom it is addressed and for the 
purposes set out herein. This report should not therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any 
rights from RSM Risk Assurance Services LLP for any purpose or in any context. Any third party which obtains access to this report or a copy and 
chooses to rely on it (or any part of it) will do so at its own risk. To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept 
no responsibility or liability in respect of this report to any other party and shall not be liable for any loss, damage or expense of whatsoever nature 
which is caused by any person’s reliance on representations in this report. This report is released to you on the basis that it shall not be copied, 
referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms), without our prior written consent. We have no 
responsibility to update this report for events and circumstances occurring after the date of this report.  

RSM Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 Farringdon 
Street, London EC4A 4AB. 
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1.1 Introduction 
As part of the approved internal audit periodic plan for 2018/2019 we have undertaken a review to follow up progress 
made by you to implement the previously agreed management actions. The audits considered as part of the follow up 
review were: 

• 05.17/18 Cyber Security; and 

• 14.17/18 Follow Up 3.  

The 12 management actions considered in this review comprised of three 'medium' and nine 'low' actions. 
Concentrating on the actions classified as 'medium', the focus of this review was, to provide assurance that all actions 
previously made have been adequately implemented. For actions categorised as 'low' we have accepted 
management's assurance regarding their implementation.  

1.2 Conclusion 
Taking account of the issues identified in the remainder of the report, in our opinion South Kesteven District Council 
has demonstrated reasonable progress in implementing agreed management actions. 

We have reiterated management actions where these have not yet been implemented. In addition, we have made new 
management actions where appropriate; these are detailed in section 2 of this report. 

 

The following graph highlights the progress made on the actions that have been followed up. 
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1 EXECUTIVE SUMMARY 
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1.3 Progress on actions  

Implementation 
status by review 

Number of 
actions 
agreed 

Status of management actions  
Implemented 
(1) 

Implementation 
ongoing 
(2) 

Not 
implemented 
(3) 

Superseded 
(4) 

Not yet 
due (5) 

Confirmed as 
completed or 
no longer 
necessary 
(1)+(4)

05.17/18 Cyber 
Security 9 5 2 1 1 0 6 

14.17/18 Follow 
Up 3 3 2 0 0 0 1 2 

Implementation 
status by 
management 
action priority 

Number of 
actions 
agreed 

Status of management actions   

Implemented 
(1) 

Implementation 
ongoing 
(2) 

Not 
implemented 
(3) 

Superseded 
(4) 

Not yet 
due (5) 

Confirmed as 
completed or 
no longer 
necessary 
(1)+(4)

Low 9 6 0 1 1 1 7 

Medium 3 1 2 0 0 0 1 

Totals 12 7 2 1 1 1 8 
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2 FINDINGS AND MANAGEMENT ACTIONS 
This report has been prepared by exception. Therefore, we have included only those actions graded as 2 and 3. Each action followed up has been categorised in line with 
the following: 

Status Detail 
1 The entire action has been fully implemented. 
2 The action has been partly though not yet fully implemented. 
3 The action has not been implemented. 
4 The action has been superseded and is no longer applicable. 
5 The action is not yet due. 

 

05.17/18 Cyber Security
Ref Management action Original 

date 
Original 
priority 

 Audit finding Current 
status 

Updated management 
action

Priority 
issued

Revised 
date

Owner 
responsible 

1 Management will ensure 
that a process is 
undertaken to ensure that 
all users with remote 
working permissions 
have a signed remote 
working form retained on 
file.  

Where access is ls no 
longer required, users 
should be disabled from 
using this facility. 
Management will ensure 
that IT Security Policy is 
updated to reflect the 
current practises 
employed by the Council 
for granting remote 
access for users. 

31 January 
2018 

Medium  Discussion with the Head of IT 
confirmed that a new flexible 
working build is to be 
deployed to all machines 
across the Council in July 
2018.  

As part of the new build, all 
applicable users will be 
required to complete a remote 
/ home working form in order 
to access their user accounts.   

The IT Security Policy has 
been reviewed and updated. 
The Home Working (Remote 
Working) Policy awaited 
review once the new Flexible 
Working Policy has been 
published. 

2 Management will ensure that 
a process is undertaken so 
that all users with remote 
working permissions have a 
signed remote working form 
retained on file. Where access 
is no longer required, users 
should be disabled from using 
this facility.   

 

Medium 31 August 
2018 

Head of IT 
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05.17/18 Cyber Security
Ref Management action Original 

date 
Original 
priority 

 Audit finding Current 
status 

Updated management 
action

Priority 
issued

Revised 
date

Owner 
responsible 

2 Management will ensure 
that a third-party access 
register is produced 
which includes the 
following details as a 
minimum:  

• Name of third party 
requiring access;  

• Authorisation granted; 

• Reason for grating 
access;  

• Period for which access 
is required;  

• Method of providing 
remote access;  

• Review period for 
granting access; and 

• Confirmation of a 
confidentiality 
agreement been signed 
and retained.  

 

30 
November 
2017 

Medium  A third-party access register 
has now been produced and 
implemented. Review of the 
register confirmed that the 
following details were 
documented:   

 

• Name of third party 
requiring access;  

• Authorisation granted;  

• Reason for grating access; 
and  

• Method of providing remote 
access.  

 

However, the following 
information was not found to 
have been included within the 
register:   

 

• Period for which access is 
required;  

• Review period for granting 
access; and  

• Confirmation of a 
confidentiality agreement 
been signed and retained. 

2 The third-party access register 
will be updated to include the 
following information:   

• Period for which access is 
required;  

• Review period for granting 
access; and  

• Confirmation of a 
confidentiality agreement 
been signed and retained. 

Low 31 August 
2018 

Head of IT 

3 Management will ensure 
that the password policy 
for the Domain Users 
Group and the 
Councillors Group are 

31 October 
2017 

Low  Discussion with the Head of IT 
confirmed that a new flexible 
working build is to be 
deployed to all machines 

3 Management will ensure that 
the password policy for the 
Domain Users Group and the 
Councillors Group are 
updated to implement a 

Low 31 August 
2018 

Head of IT 
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05.17/18 Cyber Security
Ref Management action Original 

date 
Original 
priority 

 Audit finding Current 
status 

Updated management 
action

Priority 
issued

Revised 
date

Owner 
responsible 

updated to implement a 
maximum password age 
setting of 90 days. 

across the Council in August 
2018.  

As part of the new build, a 
two-factor security 
authentication process will be 
implemented. Domain Users 
Group and the Councillors 
Group will be bound by a 
maximum password age 
setting of 90 days. 

maximum password age 
setting of 90 days. 
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Scope of the review 
The internal audit assignment has been scoped to provide assurance on how South Kesteven District Council 
manages the following objective:   

Objective of the area under review 

To ensure that progress with implementing agreed management actions is satisfactory in the context of ensuring that 
there is no significant risk to the company being able to meet its strategic aims.

 

When planning the audit, the following areas for consideration and limitations were agreed: 

Areas for consideration: 

• 05.17/18 Cyber Security; and 

• 14.17/18 Follow Up 3.  

 

Limitations to the scope of the audit assignment:  

• The follow up will only cover all management actions made in the identified reports; 

• We will not review the whole control framework of the areas listed above. Therefore, we are not providing 
assurance on the entire risk and control framework of these areas; 

• Where testing has been undertaken, our samples have been selected over the period since actions were 
implemented or controls enhanced; and 

• Our work does not provide absolute assurance that material errors, loss or fraud do not exist. 

 

 

 

APPENDIX A: SCOPE 
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From the testing conducted during this review we have found the following actions to have been fully implemented or 
superseded and are now closed: 

Assignment title Management actions
05.17/18 Cyber Security Management will ensure that periodic user account access 

reviews are conducted on a sample of users to ensure that users 
have the correct access rights to be able to perform their roles. 

05.17/18 Cyber Security Management will ensure that a firewall password policy is 
configured and implemented on the central management 
console. 

05.17/18 Cyber Security Management will ensure that a third-party access register is 
produced which includes the following details as a minimum:  

Name of third party requiring access;  

Authorisation granted;  

Reason for grating access;  

Period for which access is required; and 

Method of providing remote access. 

Review period for granting access; and Confirmation of a 
confidentiality agreement been signed and retained. 

05.17/18 Cyber Security Management will ensure that the Information Security Policy is 
reviewed and approved during the next Council Members 
meeting on 21 September 2017. Management will ensure that all 
staff sign a copy of the updated Acceptable Use Policy using 
either the Net Consent tool or, for elected members, as they 
receive their next software upgrade. 

05.17/18 Cyber Security Management will ensure that all IT risks facing the Council are 
recorded for assessment on the Council’s Service Risk Register. 

05.17/18 Cyber Security Management will ensure that the Information Classification 
Policy is reviewed to ensure that it remains up to date with 
current organisational practises. 

05.17/18 Cyber Security Management will ensure that a regular checking process is 
implemented to ensure that all leavers have been disabled on 
Active Directory.  Management will ensure that the Access 

APPENDIX B: ACTIONS COMPLETED 
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Control Policy is reviewed and updated where relevant to reflect 
current practises at the Council. 

14.17/18 Follow Up 3 We will ensure procedure notes have been developed to detail 
the approach when dealing with retrospective purchase orders 
and non-purchase order processed invoices.  The procedure 
notes will be disseminated to all Service Managers and staff 
involved in the process. 

14.17/18 Follow Up 3 The Service Induction Document will be amended to include 
awareness of the relevant Business Continuity Plans and 
arrangements for the individual service area. 
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The table below lists the management actions that were not yet due during the time of this follow up audit assignment 
being carried out: 

Assignment title Management action
14.17/18 Follow Up 3 A service risk review exercise is planned for March 2018 and 

managers will be provided with one-to-one guidance if required 
as part of this review.    

Risk management training will also be included within the 
corporate training programme which HR are developing. 

APPENDIX C: ACTIONS NOT YET DUE  
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